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Introduction
Urbanisation is a globally intensifying phenomenon, by the year 2050, 2.5 billion more people will be living in cities, in which around 60 per cent of the infrastructure is yet to be build. Urban regions help better manage larger populations, while offering enhanced living quality, opportunities for growth and resources efficiency (Ramaswami et al., 2016) . With the global movement towards urbanisation and the widespread use of internet technologies, the concept of smart cities has drawn a lot of research interest and attention in recent years (Khatoun and Zeadally, 2016; Meijer and Bolívar, 2016; Angelidou, 2015) . In particular, new technologies, such as the Internet of Things (IoT), Big Data, Data Analytics and cloud computing, are examples of supporting services and offerings for the future of urban life. Nonetheless, to ensure seamless operations for these smart cities, protecting information and infrastructure by maintaining robust information security becomes a necessity. Information security is considered to be of critical significance to the implementation and development of smart cities and one of its most serious challenges (Khatoun and Zeadally, 2016) . The related governance processes and mechanisms also appear in the literature to be one of the most important pillars for the success of smart cities (Meijer and Bolívar 2016; Belissent, 2011) , noting that such imply several challenges at the national and organisational levels.
The past few years have seen rapid development of the smart city concept. Numerous countries all around the world have already adopted smart city transformation programmes and are competing to achieve better and faster revolutions of their infrastructure. The IESE Cities in Motion Index (Berrone and Ricart, 2017) has also been developed since 2014 to annually update on cities progress and rank in the different smart city dimensions (human capital, economics, environment, social cohesion, urban planning, public management, etc.), current top-ranking cities include New York, London, Paris, etc.
Early studies on the smart city topic started with Komninos (2002) describing the different aspects of an intelligent city, but also discussing its competitive aspects, such as industrial, digital and learning capabilities. When discussing the characteristics of cities improvement, researchers such as Shapiro (2006) and Mulligan and Olsson (2013) discussed the impact on the quality of living and education by the increased urbanisation of metropolitan areas. In 2007, Giffinger et al.'s (2007) report on European smartness ranking expands the "smart city" concept to include evaluation measures and capabilities, to open the competition between European cities. Such measures include economy, people, governance, mobility, environment and living. Giffinger et al. (2007) developed 31 factors and 74 indicators for smart city ranking for 70 cities in the EU. Their main goal is reducing energy use and gas emissions by 2020. Hollands (2008) argues that smart cities should not be considered as large IT projects, whilst emphasising the human capital role in terms of education, creativity, innovation and entrepreneurship in determining the role and future of the city. Meijer and Bolívar (2016) also discussed the weight of smart city governance dimension and the need for strong infrastructure transformation abilities. Smart cities are proving to be an important phenomenon for urban living, promising better living for citizens; however, different challenges exist that need to be dealt with.
ISM and related organisational factors in smart city organisations Cyber security is well-researched topic in the literature, in their study, Cavusoglu et al. (2004) concluded that the cost of poor cyber security is high for stakeholders, with the breach impact not limited to a single organisation. They also concluded that the cost of a security breach for an internet only organisation is higher than for regular firms. Andoh-Baidoo and Osei-Bryson (2007) indicated that a security breach could have a negative impact on the organisation's performance, leading to lower revenues, higher expenses, a decrease in future prospects, in addition to a reduction in market value and investors trust. Goel and Shawky (2009) also investigated the cost of a security breach on an organisation that includes financial loss, client and partner loss, government sanctions, reputational loss and market value. In the context of smart cities, organisations are expected to be highly dependent on digital services and the ICT infrastructure, which, as per Cavusoglu et al. (2004) , means that the impact of an information security breach will be larger than on any other type of organisations. The appropriate analysis of factors that impact information security issues in the smart city context requires careful consideration, being critical for the stability and sustainability of smart city organisational performance.
While information security has been justified to be of high importance for the safety of digital services, information security management (ISM) is noted to have an even higher significance in the context of smart cities being a combination of two of the smart city critical dimensions: information security and governance (Meijer and Bolívar 2016;  87 Investigating the ISM role Sicari et al., 2015) . On the other hand, Chourabi et al. (2012) and Whitmore et al. (2015) confirm that little research has been done on smart cities' management and related organisational factors, even though previous research highlighted these as major challenges and success factors that need to be well examined. In addition, a literature assessment by Whitmore et al. (2015) indicated that literature is dominated by technology research, and that advanced technology services are not well represented in the management literature. On the other hand, as smart cities are purposed towards improved growth and development, it is imperative that smart city organisations deliver enhanced performance that matches the smart city objectives (Ahvenniemi et al., 2017; Harrison et al., 2010) .
In an organisational environment, organisational performance is one of the most important aspects and is measured by different methods and characteristics. ICT technologies have long been known to have the potential of delivering important improvements in organisational performance (Brynjolfsson and Hitt, 1996; Sircar and Choi, 2007) . They are also known to reshape organisational processes, structures, culture and even the job descriptions of employees (Fulford and Doherty, 2003; Markus, 2004) . It has also long been identified that the real threat from information security issues lies in their consequential impact on organisational performance, such as reputation, productivity, financial loss or customer loss (Menzies, 1993) . Smart cities are mainly composed of different types of organisations that rely a great deal on ICT technologies; smart cities' development evaluation will then come back to assessing an individual organisation's performance and efficiency.
Information assets protected by ISM represent a class of intangible capital, whose value is not easy to assess (Ittner and Larcker, 2003; Morgan and Strong, 2003) . Multiple researchers have combined ISM with organisational performance to best understand its impact on organisational performance (Huang et al., 2006; Hall et al., 2011; Andoh-Baidoo and Osei-Bryson, 2007) . The utilisation of the organisational performance angle in the context of this research is optimal to better understand organisational factors that influence ISM in smart city organisations, and therefore advance the aim of this research.
Drawing from the previously highlighted evidence on the importance of ISM in the smart city organisations, the lack of research in this area and the links in between OP and ISM, the aim of this research is to identify the ISM factors that most influence smart city organisational performance goals. It aims to assist towards developing a better understanding of ISM in the smart city organisational environment, whilst relying on research carried out in the ISM field for current and previous organisational environments.
Selecting the ISM organisational factors that most influence the smart city organisation As organisations drive online services mainstream to become the main enabler for a large share of their businesses, smart cities will have high mandates for reliability and CIA levels. ISM issues are expected to be more significant, leading the way towards the decisions and actions required to protect the smart city and its organisations. Research is needed to better examine ISM in smart cities, to identify factors and aspects that influence ISM in organisations, and how those reflect on performance. This research will be based on a literature analysis, or both "information security management factors in current organisations" and "smart cities organisational factors". The goal is to select the most influential factors that can impact ISM in the smart city organisations.
The smart city organisation As one of the smart city stakeholders, organisations are at the core of a city's operations. They are expected to offer quality living and opportunities for citizens; they are also expected to deliver services that are on the level of the city. Businesses are the main driver of a smart city, and are expected to leverage their infrastructure to offer better services; they 88 WJEMSD 14,1 are also affected by the city's problems (Gann et al., 2011) . Businesses require long-term strategic studies and a vision of organisational evolution (Mulligan and Olsson, 2013) . Kuk and Janssen (2011) highlight the need for a balanced approach between business models and information infrastructure to achieve short-term business goals without damaging innovation and service sustainability. Anthopoulos and Fitsilis (2014) concluded that there were five types of organisations in smart city environments: public organisations handling state responsibilities; public-private partnerships where the government assigns the execution of projects to private companies; state-owned enterprises or new organisations that are created to develop or supervise a project; private companies that execute projects; and project companies that include alliances from different organisations to execute a project.
Research also highlights the important role of the citizen in a smart city, acting as the consumer but also using smart city participation utilities to send feedback and advance his quality of living, and acting as a developer of smart city services (Vilajosana et al., 2013; Cardone et al., 2013) . While discussing smart city governance, Nam and Pardo (2014) describe the metrics for assessing smart governance initiatives by measuring efficiency, effectiveness, transparency and collaboration. They also categorise the smart governance challenges and opportunities as follows:
• technological factors that are needed to implement smart governance services running through the ICT infrastructure;
• organisational factors that consist of budgetary challenges, employees skills and organisational culture are to be considered to better enhance city efficiency and transparency; and
• cross-organisational challenges that mostly lie in inter-departmental or inter-agency information sharing, requiring a governance body to rule conflicts and control sharing agreements and cross-boundary collaboration.
Interaction with citizens is an important factor of collaboration in smart cities; feedback from the population is essential to best deliver transparent and efficient services.
Organisational performance
Organisational performance is a complex multi-dimensional phenomenon; it could be defined by multiple goals such as profit, growth and stakeholders' satisfaction, which are often in conflict with each other (Cameron, 1986; Chakravarthy, 1986; Venkatraman and Ramanujam, 1986) . Researchers have proposed different measures of performance and evaluation of results; this has also opened the way to more difficulties, such as dealing with the different priorities that are assigned for organisational goals, and how each organisation could have different priorities. Other difficulties include the need to deal with fluctuating results, and how to define the success or failure of an organisation based on goals and priorities. Organisational performance in the context of complex smart city environments would bring new difficulties for the understanding of services, challenges, priorities and accountability, and in defining the key performance indicators that an organisation needs to attain. To cope with the smart city model, businesses need to adapt (Harrison et al., 2010) . ISM inside the smart city organisation therefore needs to be well-developed and maintained to meet maturity levels; failing to achieve this could cause a severe collapse of the organisational performance and therefore impact the success of smart city stakeholders.
Information security and its management in the smart city The smart city will run a highly interconnected infrastructure, which needs to be protected; it is a complex environment of interconnected systems. Threats to the critical infrastructure
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Investigating the ISM role could have devastating results on national security, the economy and citizens. Information security and privacy maturity must be taken to new levels before IoT and sensors can be deployed on a larger scale (Sicari et al., 2015; Bekara, 2014; Gubbi et al., 2013; Li et al., 2012; Marias et al., 2011; Kitchin, 2014; Ruiz-Romero et al., 2014; Martinez-Balleste et al., 2013; Elmaghraby and Losavio, 2014) .
The management of information security is essential for protecting the interest of shareholders and the business. This relies on information-based services that are widely available today; information security maturity and control is not an investment but a necessity for survival in the modern world. The role of ISM within organisational governance is to define best practices, a means of managing costs efficiently, improve employee behaviour, strengthen business controls and define accountability. Establishing ISM requires the involvement of senior management, sharing of information and visibility on occurrences and incidents is not only important for business success, but also to ensure alignment with business goals; these include the prioritisation of selective security investments that best minimise risks (Williams, 2001; Nam and Pardo, 2014; Herath and Herath, 2009 ). While smart applications are expected to be widely deployed and reachable in a smart city (Zanella et al., 2014) , information security problems are expected to surge (Whitmore et al., 2015) , threatening not only the CIA triad of data protection but also the usability of digital services.
The impact of falling to ISM malpractices could have catastrophic results on an organisation's business. Von Solms and von Solms (2004) detail the impact that ISM could have on the organisational level; this includes resources and financial loss, mis-prioritised investments, a false sense of security, serious accountability on executive management, operational frustration and blame on information security departments for incidents, in addition to the non-compliance of users with the security policy. However, even though smart governance is a major aspect of the city, there is a lack of literature about smart cities that address smart governance issues (Chourabi et al., 2012) . The governance of the information security aspects will be highly delicate; the right decisions need to be made to protect not only the businesses, but also the resources and citizens. The lack of development in this area is another indicator of a need for more research and efforts to be exerted.
Literature review on organisational factors and ISM
A review of the literature was conducted to gain more insight into factors that would influence ISM in the context of smart city organisations. The literature clearly highlights the influence of organisational factors on information security's conduct in organisational environments, and therefore their severe impact on organisational performance. The literature review conducted was systematic and attempted to identify and map most common organisational factors related to ISM inside organisations. Another literature review was then conducted to identify and map the organisational factors that influence smart city organisations. The literature quest was carried out using prevalent sources and an initial search for source identification was conducted in SCOPUS, Science Direct and Google Scholar. The queries that were used contained "smart city" and other research relevant terms (i.e. "information security", "ISM", "organisational factors", "organisational performance", "smart city", "smart city organisation", etc.).
Research scope and limitations
While the literature is well-developed around ISM-related organisational factors in current world organisations, little research has been found in the literature around ISM in smart city organisations or smart city organisational factors. This is a research area that requires more exploration; this is being attempted in this research.
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ISM organisational factors in current organisations
There is a wide range of organisational factors that impact information security in organisations. These are scattered in the literature and discussed in the context of each research paper. As shown in Table I , the most prevalent and cited organisational factors that impact modern organisations growth and prosperity had visibility over the literature emphasis and identified the most discussed aspects. The citation frequency is the number of scholarly documents in which the organisational factor was found.
Smart city governance linked organisational factors
There is a wide range of organisational factors that impact organisations in smart city environments. They are disseminated in the literature and discussed in the context of each research paper. Table II shows the most prevalent and cited organisational factors that impact the growth of smart city organisations and their prosperity. The aim of the table is to have visibility over the literature emphasis and identify the most discussed aspects.
Selected organisational factors that are expected to most influence ISM in smart city organisations After identifying the organisational factors that influence ISM and smart city organisations, ten factors were selected to be further analysed and investigated. Selected factors are expected to have a high influence on the smart city organisational ISM. The justification of the selection is then further rationalised.
Leadership attitude. Multiple researchers highlighted the importance of leadership attitude in smart city organisational environments (AlAwadhi and Scholl, 2013; Nam and Pardo, 2013; Giffinger et al., 2007) . Leadership attitude in matters of information security is also noted as an important aspect of organisational performance (Ashenden and Sasse, 2013 
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Investigating the ISM role environment such as smart cities, which rely a great deal on digital infrastructure that is more criticality assigned to information security issues (Sicari et al., 2015; Bekara, 2014; Gubbi et al., 2013) , leadership attitude towards ISM is expected to have higher consequences on overall business continuity and growth. Legislative compliance and government influence. Smart city governments are expected to have high levels of engagement with city components and stakeholders, ensuring that government and citizen data does not get misused. Legislative compliance in matters of information security is then extremely important for the organisations (Backhouse et al., 2006; Chang and Ho, 2006; von Solms, 2005; von Solms and von Solms, 2004) . Compliance should have higher priority in the context of smart city environments due to the higher criticality of information security issues (Sicari et al., 2015; Bekara, 2014; Gubbi et al., 2013) . Non-compliance with legislation might be the source of great damage to organisational performance and national security (Gubbi et al., 2013; Amin, 2002; Ruiz-Romero et al., 2014; Naphade et al., 2011) ; this could lead to government sanctions (Goel and Shawky, 2009 ) and serious accountability for executives .
Adaptation to rapid technology development. In fast paced complex environments, such as smart cities, organisational changes need to follow the pace of the environment. It is essential to stay up-to-date with legislative, structural and processes adaptation to rapid technological developments (Zanella et al., 2014; Hernández-Muñoz et al., 2011 Gil-Garcia et al., 2014 . ISM is expected to follow the pace of the changes, adapting to new services and features, defending against new types of threats and weaknesses.
Vendor selection and management. Research has discussed the importance of the selection of smart city vendors and their independence (Mulligan and Olsson, 2013; Kitchin, 2014; Hollands, 2008 Hollands, , 2015 . This is to protect organisations against monopolies, push for standardisation and protect competitiveness between technology vendors. Managing Human capital. Human knowledge and skills are major influence factors of advanced environments such as smart cities. Managing the development of human capital inside organisations is of great importance for the protection of an organisation and for maintaining safe production services (Chang et al., 2011; Eloff and Eloff, 2003; Bassellier et al., 2001; Gil-Garcia and Pardo, 2005) . Information security aspects are expected to have high importance in smart city environments; citizens' and workers' awareness of information security threats and challenges are expected to be different. Smart cities are expected to do their best to attract skilled labour (Caragliu et al., 2011; Hollands, 2008; Toppeta, 2010) .
Better utilisation of the ICT infrastructure. ICT technologies have long been known to positively impact organisational performance (Brynjolfsson and Hitt, 1996; Sircar and Choi, 2007) . They also have a role in reshaping organisational processes, structures and cultures, and even the job descriptions of employees (Fulford and Doherty, 2003; Markus, 2004) . As smart city organisations are expected be highly dependent on the ICT infrastructure (Dameri, 2013) , it is anticipated that smart city organisations will research how to benefit more from that infrastructure (Nam and Pardo, 2011; Mulligan and Olsson, 2013; Gil-Garcia and Aldama-Nalda, 2013; Gann et al., 2011) . This is not only for better performance and more features but also to protect the information flows and availability, which need to be adapted and controlled adequately.
Type of organisation and business model. Developing strategies to protect the information assets in an organisation is the role of the ISM (Williams, 2001; Moulton and Coles, 2003; Zafar and Clark, 2009; Johnston and Hale, 2009 ); however, the information security role is different from one organisation to another. Smart city organisations are also expected to be different from current organisations (Kuk and Janssen, 2011; Anthopoulos and Fitsilis, 2014) , therefore requiring modified strategies towards the protection of their data, services and businesses.
Bureaucracy. Excessively complicated procedures inside organisations are the cause of delays, clients' disappointment and loss of business. In smart city organisations, bureaucracy is anticipated to have a higher impact on the business and its safety (Toppeta, 2010; Nam and Pardo, 2013) . Not being able to approve a decision, a change, a test or a budget in a timely manner could be the cause of a breach or loss of competitive edge and reputation; this could then result in the imposition of government sanctions (Goel and Shawky, 2009; von Solms and von Solms, 2004) .
Organisational support. As organisations in smart cities are anticipated to be more dependent on the digital infrastructure, being a core tool in modern economies (Dutta and Mia, 2010; Audretsch and Welfens, 2013) , the overall support of the organisation to the information security department role in the context of smart city organisations is expected to be higher; this is because the department is in charge of protecting the business goals and objectives ( Johnston and Hale, 2009; Chang and Ho, 2006; Posthumus and von Solms, 2004) .
Inter-and intra-organisational collaboration. The collaboration between different departments inside an organisation is essential for achieving its objectives through efficient decision making, conflicts resolution (Sila, 2010) , etc. Intra-organisational collaboration is expected to be of higher importance for the development of a smart city organisation, especially in the context of ISM, where innovation and problem solving needs to be delivered quickly (Kitchin, 2014) . Therefore, this requires timely decision making and highly efficient communication skills and tools, all prioritisation to be performed by top management. On the other hand, collaboration between organisations is important for sharing experience and learning about new threats and challenges (Bekara, 2014) ; such collaboration would
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Investigating the ISM role also enhance defence capabilities against attackers. In the context of smart city organisations, inter-organisational collaboration is anticipated to be of utmost importance for the overall defence of organisations against new threats and weaknesses (Hawryszkiewycz, 2014) . Inter-organisational collaboration is also expected to happen directly between business clients and partners, to secure data communication, share latest threat information and guarantee safe collaboration: this is a mutual benefit.
Conclusions
Analysing the efforts being put into the development of smart city and IoT solutions, a great deal is being done to define technologies and solutions to deal with the ICT infrastructure, to develop services and tools for the businesses and the infrastructure, which will benefit smart city advanced services, performance and sustainability. The lack of security consideration in the development of smart city solutions should not be justified by sustainability and cost effectiveness goals. It will be a root cause for problems that could only cause damage and losses and therefore delay the diffusion of the smart city concept globally. Information security issues will also place more dependence and accountability on robust and wise management of ICT security threats; smart governance will be significant in strategically driving business assurance and security to run over safe environments mitigating the smartness digital downsides.
More research is needed to solve the current issues with information security governance for smart cities; this is in order to best comply with needs and requirements, also helping the control and management of future cyber threats. In this paper we discussed smart city issues related to information security governance, we highlighted the significance of information security and ISM issues for smart city organisations and the lack of research in this area, we also selected the ISM-related organisational factors that are expected to be most influential on the smart city organisational performance.
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